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Abstract—The post-quantum transition is usually
framed as a confidentiality problem—“harvest now,
decrypt later.” Its integrity dual is less discussed but
structurally identical: a classical asymmetric signature
attached to a released dataset today is forgeable by a
future cryptographically-relevant quantum computer,
after which an adversary can substitute the artifact and
any downstream verifier will accept the substitution.
For open science, whose archival horizons routinely ex-
ceed the security horizon of the primitives that protect
distributions at release, this is a live threat. We in-
troduce the Quantum General Public License (QGPL)
v3.0—to our knowledge the first copyleft license to
make post-quantum (PQ) distribution integrity a li-
cense condition rather than a recommendation—and
we evaluate it empirically. The construction binds
NIST-standardized PQ signatures (FIPS 204 ML-DSA,
FIPS 205 SLH-DSA, and the stateful schemes of NIST
SP 800-208) into the viral grant of a copyleft license,
so that a single upstream issuer’s choice of license
propagates a PQ integrity floor through the entire
downstream reuse graph. We specify a companion
Compliance Toolkit: a JCS-canonicalized JSON mani-
fest, a two-tier offline-root key hierarchy that needs no
certificate authority, and a strictly additive composite
encoding for hybrid PQ+classical signatures. We then
build a spec-faithful reference using real FIPS 204/205
primitives and run three evaluation scenarios on com-
modity hardware: (A) per-release cryptographic cost
across the conformant signature surface; (B) meta-
data overhead at release scale; and (C) verification,
conformance negative-case detection, and long-horizon
archival recovery. ML-DSA-65 signs a release in 0.72 ms
and verifies in 0.37 ms; a hybrid adds only 64 bytes and
0.2 ms; mandatory metadata falls below 1% of payload
for artifacts ≥ 11 KiB and amortizes to 148 bytes per
artifact in a thousand-file aggregate manifest; all six
conformance negative cases are detected, and a hybrid
release whose classical half is later broken remains
recoverable through a PQ-only verification mode. We
discuss the OSI/FSF approval tradeoff, the enforceabil-
ity of conditions over factual data, and the hardware-
attestation gap, which we mitigate through structured
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operational disclosure rather than cryptographic proof.
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I. Introduction

THE “harvest now, decrypt later” (HNDL) framing
for the post-quantum transition has focused public

discussion on confidentiality: encrypted traffic captured
today can be decrypted by a future cryptographically-
relevant quantum computer (CRQC) [1–4], so transport
channels need PQ protection now, before the threat mate-
rializes. The HNDL model is by now well characterized
as a time-dependent risk whose exposure window is a
function of data longevity and migration readiness [5–7],
and enterprise migration studies place realistic transition
timelines well beyond a decade for large organizations
[8, 9].

The parallel integrity problem is less discussed but
has the same structure. A classical asymmetric signature
attached to a distributed dataset today—a Sigstore signa-
ture with Ed25519, or a GPG signature over a software
release—is forgeable by a future CRQC. Any party who
can forge the signature can substitute the dataset, and
downstream verifiers who later check the signature against
the published key will accept the substitution. Scientific
reproducibility, audit trails, supply-chain provenance, and
the integrity of the regulatory record become as exposed
as encrypted traffic, with a longer time horizon: archived
datasets are routinely re-examined decades after release
[10–12]. Because Grover’s algorithm gives only a quadratic
speedup against preimage search [13], the hash that binds
an artifact to its signature remains adequate at 256 bits;
it is the asymmetric signature that fails, and exactly that
primitive is what every mainstream distribution-integrity
system signs with today.

Existing distribution-integrity systems—Sigstore [14],
in-toto [15], SLSA [16], the Software Bill of Materials
(SBOM) ecosystem [17, 18], and the release-signing con-
ventions of package managers—are uniformly classical in
their signing primitives. Existing copyleft and open-data
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licenses—GPL [19], AGPL, the Creative Commons fam-
ily [20], the Open Database License [21]—are uniformly
silent on cryptographic distribution. There is no license
condition today that requires a redistributor to ship a PQ-
signed artifact, none that propagates such a requirement
virally through derivative works, and none that ties license
grant to verifiable integrity at all. Without such a binding,
voluntary PQ adoption in open science depends on social
pressure and the availability of toolchains—both currently
weak.

We propose that the license is the right binding point. A
copyleft grant already propagates conditions through reuse
chains: a derivative of a GPL work must also be GPL,
transitively, by virtue of the original grant’s terms; the
viral mechanism is precisely what makes license incompat-
ibilities propagate through dependency graphs in practice
[22, 23]. The same mechanism can carry a PQ integrity re-
quirement. If every redistributor of a QGPL-licensed Work
must ship Quantum-Safe Distribution Metadata with each
distribution, and if downstream modifications must also
be released under QGPL, then a single upstream issuer’s
choice of license propagates a PQ integrity floor through
the entire downstream graph. No certificate authority,
no central registry, no opt-in toolchain: the license itself
carries the requirement, and the legal grant terminates on
non-compliance.

A license condition is, however, only as credible as the
cost of complying with it. A position paper can assert
that mandatory PQ metadata is “cheap”; an engineering
paper must show it. We therefore pair the construction
with a spec-faithful reference implementation built on real
FIPS 204/205 primitives and measure what the construc-
tion actually costs.
Contributions.

1) A legal-technical construction (§IV) that places
mandatory PQ distribution integrity inside a copy-
left license’s conditions, using the viral clause to
propagate the requirement through reuse chains.

2) A no-infrastructure trust model (§V)—a two-
tier offline-root key hierarchy published in a static,
PQ-signed keys.json—that delivers rotation and re-
vocation without a certificate authority, a trans-
parency log, or any centralized identity provider.

3) A strictly additive composite encoding for
hybrid PQ+classical signatures (§V) that forbids
threshold semantics, so that adding a classical sig-
nature alongside a PQ one only strengthens the
integrity claim and never substitutes for it.

4) An empirical evaluation (§VIII) of a spec-faithful
reference across three scenarios—per-release cost,
metadata overhead at scale, and verification / con-
formance / archival recovery—with all numbers pro-
duced by really signing and verifying, plus a con-
formance fixture (§X) that makes the construction
implementable and reviewable today.

We discuss tradeoffs honestly in §XIII: the construction
may face OSI/FSF approval friction as a field-of-use re-
striction; copyleft conditions over uncopyrightable factual

data have legal limits; and the toolkit cannot cryptograph-
ically attest that an offline root key was actually generated
offline—a gap we mitigate through structured disclosure,
not proof.

A. Why open science is the load-bearing case
The construction is general, but it is sharpest where

the gap between archival and cryptographic horizons is
widest, and that is open scientific data. Three properties
coincide there. First, longevity: a reference genome, an
astronomical catalog, or a particle-physics dataset is cited
and re-analyzed for decades, so a signature that becomes
forgeable in 2035 retroactively unprotects data that the
community will still be using in 2055. Second, reuse and
derivation: open datasets are forked, subsetted, merged,
and re-released, which is exactly the reuse graph a copy-
left condition is built to traverse—and exactly where a
voluntary, per-producer convention leaks, because any one
redistributor who omits the metadata breaks the chain.
Third, decentralization without a trusted intermediary:
science has no universal CA and no single transparency log
it agrees to trust across institutional and national bound-
aries, so a verification model that needs neither is the
only one that travels. A redistributor who strips integrity
metadata from a QGPL dataset is in the same posture
as one who strips the license—they have lost the grant.
The same three properties make classical alternatives a
poor fit: Sigstore’s OIDC identities and transparency log
presuppose live infrastructure that an archival verifier in
2055 cannot assume, and a discretionary signing conven-
tion has no mechanism to propagate through the reuse
graph at all. The remainder of the paper develops the
construction (§IV–VI), then measures it (§VII–VIII) to
show the integrity layer it adds is, in every dimension a
publisher or recipient pays for, cheap.

II. Background
A. NIST post-quantum standardization

Between 2016 and 2024, NIST conducted a multi-round
standardization process for post-quantum primitives, cul-
minating in three Federal Information Processing Stan-
dards published in August 2024 [3, 24–26]: FIPS 203 (ML-
KEM, formerly CRYSTALS-Kyber) for key encapsulation
[24]; FIPS 204 (ML-DSA, formerly CRYSTALS-Dilithium)
for lattice-based signatures [25]; and FIPS 205 (SLH-DSA,
formerly SPHINCS+) for stateless hash-based signatures
[26]. Earlier, NIST SP 800-208 [27] specified the stateful
hash-based schemes XMSS and LMS. These primitives
form the conformant signature surface that QGPL v3.0
§0 references; the algorithm-agility clause (QGPL §5.3) ac-
commodates future NIST revisions, a property repeatedly
identified as essential for any durable migration [28, 29].

The security assumptions differ usefully across schemes
[30–33]. ML-DSA’s security rests on Module Learning
With Errors; SLH-DSA’s rests only on preimage/collision
resistance of the underlying hash—the most conservative
assumption available, and the reason hash-based schemes



IEEE TRANSACTIONS (PREPRINT), VOL. XX, NO. X, 2026 3

are repeatedly proposed for long-term and archival use
[33, 34]. The size/performance tradeoff is correspondingly
inverted, and we quantify it directly in §VIII-A: ML-DSA-
65 produces ∼3.3 KiB signatures, while SLH-DSA-SHA2-
256s produces ∼29 KiB signatures but a 64-byte public
key. Implementation studies confirm both that ML-DSA is
fast enough for constrained and high-throughput settings
[35, 36] and that SLH-DSA’s signing cost is its dominant
practical drawback [37].

B. Quantum threat timeline and resource estimates
The urgency of the integrity problem is set by when a

CRQC becomes available relative to the archival horizon of
the data being protected. Resource-estimation work con-
tinues to refine the qubit and gate counts required to run
Shor’s algorithm against RSA and ECC; recent analyses
sharpen the arithmetic of modular exponentiation and
elliptic-curve point operations and, in some models, argue
that a naive ion-trap realization is still far off [38, 39],
while others stress that algorithmic and hardware progress
has repeatedly compressed earlier estimates. Independent
threat-timeline surveys place a non-negligible probability
of a cryptographically relevant device within the 2030–
2035 window [8, 40, 41]. The precise date is contested and,
for our purposes, immaterial: what matters is that the date
of first CRQC capability is plausibly within the lifetime of
data released today, and that a signature, once forgeable,
retroactively unprotects every artifact ever signed with
the broken key. Confidentiality exposure (HNDL) and
integrity exposure thus share a deadline, but integrity has
the longer tail—a 2026 dataset re-examined in 2050 must
still be attributable—which is precisely the regime the
construction targets.

C. Existing distribution-integrity systems
Sigstore [14] introduced certificate-based “keyless” sign-

ing using short-lived X.509 certificates issued against
OIDC identities and recorded in the Rekor transparency
log. in-toto [15] formalizes multi-step supply-chain attes-
tations; SLSA [16] provides a maturity framework for
provenance; SBOMs provide a transparency substrate
[17, 42]. A software-supply-chain systematization frames
such systems through transparency, validity, and sepa-
ration [18], and recent work extends artifact authenti-
cation to machine-learning datasets and models, where
signing-and-verification overhead is a first-order concern
[43]. All of these systems are classical in their default
deployments (Ed25519, ECDSA-P256), and—critically for
our argument—none is required by any license; they are
toolchain conventions adopted at the producer’s discre-
tion.

D. Existing copyleft and open-data licenses
The GNU GPL v3 [19] introduced anti-Tivoization

clauses and patent retaliation as license conditions, show-
ing that conditions on distribution can be more than

attribution requirements. The Creative Commons share-
alike licenses [20] extend copyleft to non-software works;
the Open Database License [21] addresses database rights.
Empirical studies show that copyleft’s viral condition is
what drives both adoption decisions and compliance fail-
ures across package ecosystems [22, 23, 44]. None of these
licenses addresses cryptographic distribution integrity.

E. The open-science archival horizon
Scientific datasets routinely outlive the cryptography

that protects them at release. Genomic reference data
published in 2005 is still cited; foundational astronomi-
cal catalogs span decades; particle-physics datasets from
completed experiments remain authoritative. The FAIR
principles and their governance make long-lived, reusable
data an explicit community goal [10, 11, 45, 46], which
only sharpens the integrity problem: if integrity is to be
cryptographically verifiable across that horizon, the cryp-
tography itself must outlive a CRQC. Mainstream threat
models place the first cryptographically relevant device in
the 2030–2040 window [8, 40]; resource-estimation work
on Shor’s algorithm against RSA/ECC continues to refine,
but not eliminate, that horizon [38, 39]. Archived datasets
need protection well beyond it.

III. Threat Model
We assume an adversary with:
• Future CRQC access: at some point within the

archival horizon of the protected artifact (assumed
conservatively ≥ 30 years), the adversary can execute
Shor’s algorithm [1] against any classical asymmetric
scheme whose security depends on integer factoriza-
tion or discrete logarithms—RSA, finite-field Diffie–
Hellman, ECDH, DSA, ECDSA, EdDSA.

• Read access to public distribution channels: the
adversary can observe published artifacts, manifests,
and key documents. We do not assume confidentiality
of distribution.

• Capability to substitute artifacts under
attacker-controlled channels: the adversary
can replace an artifact and its metadata in any
distribution channel they compromise (a mirror, a
CDN edge, a typosquatted package index).

We do not assume Grover-boosted hash collision ca-
pability beyond the quadratic speedup [13]; under that
assumption SHA-256 retains ≈128-bit PQ security, suf-
ficient when matched to NIST PQ Category 1 signature
primitives. We do not assume compromise of the issuer’s
offline root key, though we discuss the consequences and
mitigations in §V and §XIII.
Security goal. A QGPL-compliant distribution must be
integrity-verifiable by a recipient at any point during its
archival horizon, against an adversary capable of breaking
any classical asymmetric primitive in use at the time of
release. The construction must not require the recipient to
trust a certificate authority, a transparency-log operator,
or any centralized identity provider.
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Non-goals. Confidentiality of the distribution; protec-
tion against denial of distribution; and protection against
compromise of the artifact’s source (a maliciously crafted
dataset whose hash is honestly signed). These are out of
scope: the construction protects integrity of distribution,
not correctness of authorship or content.

A. The distribution-integrity game
We state the goal as a game between a challenger and an

adversary A equipped with the capabilities above, includ-
ing a CRQC oracle that breaks any classical asymmetric
primitive. The challenger publishes a release (a, m)—
artifact a and manifest m signed under an issuer key chain
rooted at a fingerprint ϕ that the verifier has pinned out-
of-band—together with a root-signed keys.json. A may
observe all published bytes, query the CRQC oracle, and
finally submit a pair (a⋆, m⋆) with a⋆ ̸= a to a verifier
holding only ϕ. A wins if the verifier accepts (a⋆, m⋆). The
construction is integrity-secure if Pr[A wins] is negligible.
Proposition (informal). Under the assumptions that (i)
SHA-256 is second-preimage resistant against a quadratic-
speedup adversary, (ii) the chosen PQ signature scheme
is EUF-CMA against a CRQC, and (iii) the issuer’s
offline root key is uncompromised, no A wins except
with negligible probability. Sketch. Acceptance requires
Sha256(a⋆) to equal the hash field of an m⋆ that carries
a valid PQ signature under a key chained to ϕ. With
a⋆ ̸= a, either m⋆ reuses m’s hash field—forcing a SHA-
256 second preimage, excluded by (i)—or m⋆ carries a
different hash, which requires a fresh valid PQ signature
under a key the root vouches for. By (iii) A cannot mint
a new keys.json entry, and by (ii) cannot forge under an
existing signing key; the CRQC oracle helps only against
the classical half of a hybrid, which the additive verifier
treats as non-substitutive. Hence acceptance is negligible.
The proposition’s preconditions are exactly the residual
risks catalogued in §IX: it says nothing when the root
key is compromised, which is why that case is handled
operationally rather than cryptographically.

IV. The Legal-Technical Construction

QGPL v3.0 grants the standard copyleft permissions
(use, modify, distribute, publicly communicate) over a
Work that may comprise Results (observation outputs—
measurements, calculations, model outputs), datasets,
documentation, and the Apparatus Code (software,
scripts, notebooks, configurations) used to produce them.
The novelty for the present argument lives in two clauses,
whose composition is depicted in Fig. 1.
Section 2 (Copyleft). Modified Works must be dis-
tributed under QGPL v3.0 as a whole, with the License in-
cluded, and downstream recipients must receive the same
rights. Standard viral copyleft—but with the License’s
other conditions in scope.
Section 5 (Quantum-Safe Requirements). Distri-
bution of the Work (or any Modified Work) requires

TABLE I
QGPL versus neighboring distribution-integrity approaches.

Property Sigstore in-toto/SLSA PGP QGPL

PQ signing (default) no no no yes
Mandated by license no no no yes
Propagates to derivatives no no no yes
No CA / log required no partial yes yes
Offline verifiable partial partial yes yes
Targets data & code code code both both

Quantum-Safe Distribution Metadata for the dis-
tributed artifact: a cryptographic hash, a Quantum-
Resistant signature over that hash (or over the artifact),
the corresponding public key(s), and an unambiguous
algorithm/parameter identifier. The metadata must be
made available at the same level of accessibility as the
artifact itself. Where cryptography is used for network-
level access or transport, the distribution must support PQ
key establishment (ML-KEM) or a hybrid construction;
reliance on quantum-vulnerable public-key cryptography
alone is non-compliant.

The combination is the construction. Because §2’s copy-
left requires downstream distributions to be QGPL, and
because §5 requires PQ metadata on every distribution, a
redistributor who fails to provide PQ metadata is in breach
and their grant terminates (§7.1). The PQ requirement
therefore propagates through the entire reuse chain of the
Work, transitively, without any per-recipient agreement or
central registry. This is not a “you should use PQ” recom-
mendation; it is a condition: failure to comply terminates
the legal permission to distribute. A redistributor who
continues distribution without compliant metadata is in
the same posture as one who removes the copyright notice
or strips the license text—they have lost the grant. Table I
positions this against neighboring integrity systems, none
of which is bound to a license.

V. The Compliance Toolkit
A license condition is enforceable only to the extent

that complying with it is feasible. The QGPL Compliance
Toolkit Specification [47] (Draft v0.5.1) defines a portable
manifest format and a reference CLI that make §5 com-
pliance achievable today without external infrastructure.

A. Manifest format
A QGPL manifest is a JSON document canonicalized for

signing per RFC 8785 (JCS) [48]. For a single artifact it
carries: the artifact’s hash (with algorithm); an optional
SPDX expression for content license; author attribution
(free-text name plus optional ORCID/DID); the signa-
ture (algorithm, base64 value, issuer-asserted signed_at);
the signer’s public key (algorithm, value, SHA-256 fin-
gerprint); the issuer’s name and a URI pointing to a
.well-known/qgpl/keys.json; and an optional RFC 3161
timestamp for archival distributions. The signature is
computed over the JCS canonicalization of the manifest
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Issuer / Release CI (QGPL Work)

Recipient (offline-capable verifier)
Offline root key

SLH-DSA-256s

Online signing key
ML-DSA-65 (rotated)

keys.json
root-signed

active/revoked + valid_until

Artifact
dataset / model / code

*.qgpl.json manifest
hash + PQ signature +

pubkey + alg id

signs

signs
SHA-256

listed in keys.json

Untrusted
channel

mirror, CDN,
package index

(1) pin root fingerprint
out-of-band (paper, ORCID, site)

(2) verify keys.json
root sig + freshness + revocation

(3) verify manifest signature
against listed signing key

(4) recompute artifact hash
⇒ accept / reject

trust anchor

Downstream redistributor / derivative Work
QGPL §2 copyleft ⇒ must release under QGPL ⇒ QGPL §5 ⇒ must ship fresh Quantum-Safe Distribution Metadata

viral propagation

re-signs, re-distributes

Fig. 1. QGPL architecture. An issuer keeps an offline SLH-DSA root key that signs a static keys.json enumerating online ML-DSA signing
keys; each released artifact carries a JCS-canonicalized manifest with its hash, a PQ signature, the public key, and an unambiguous algorithm
identifier. The recipient pins only the root fingerprint out-of-band and verifies the whole chain offline (steps 1–4); rotating a signing key
never forces a re-pin. The copyleft clause (§2) and the quantum-safe clause (§5) compose: any downstream derivative must itself be QGPL
and must therefore ship fresh quantum-safe metadata, so the PQ integrity floor propagates virally through the reuse graph.

with the signature value field set to the empty string, then
the value is filled in—a standard self-referential signing
pattern. This satisfies the four elements required by QGPL
§0: (i) artifact hash, (ii) Quantum-Resistant signature,
(iii) public key(s), and (iv) an unambiguous algorithm and
parameter-set identifier.

B. Two-tier key hierarchy
The trust model uses no certificate authorities, no trans-

parency logs, and no centralized identity providers (Fig. 1,
left and right). The recipient pins a single root-key fin-
gerprint out-of-band—from the project’s website, an aca-
demic paper, a maintainer’s ORCID page, or a keys.json
document. The root key (recommended: SLH-DSA-SHA2-
256s, offline, long-lived) signs a published keys.json that
enumerates current and revoked signing keys (recom-
mended: ML-DSA-65, online, rotated routinely). Day-to-
day manifests are signed by signing keys; the root key
never signs artifacts directly.

Crucially, the recipient pins the root key, not the
signing key, so signing-key rotation never requires a re-pin.
Revocation is an entry in keys.json carrying a timestamp
and a reason (rotation, compromise, superseded, lost);
subsequent verifications fail for any manifest signed by
that key after revoked_at. A mandatory valid_until field
(recommended ≤90 days) bounds the staleness of a cached
snapshot that could otherwise indefinitely mask a revo-
cation. This is the simplest construction we can identify
that delivers meaningful rotation and revocation without
infrastructure beyond a static HTTPS endpoint and the
discipline to keep one key offline. The entire trust chain
is two PQ signatures—one over the manifest, one over
keys.json—both verifiable with no network access once
keys.json is cached (we measure the cost in §VIII-C).

C. Composite hybrid signatures, additive only

The toolkit supports hybrid signatures combining a PQ
algorithm with a classical one (e.g., ML-DSA-65+Ed25519),
which the transition literature broadly recommends for
the 2026–2030 window [4, 49–51]. The encoding is a
structured components array, not a length-prefixed byte
concatenation: each component carries its own algorithm
name and base64 value, both components sign the same
canonical manifest, and the top-level fingerprint is the
SHA-256 of the JCS canonicalization of the components
array. Component ordering must match the compound
algorithm string (PQ first), making the canonical hash
deterministic.

Verification is strict: every listed component must
verify, and the toolkit deliberately provides no policy,
threshold, or required field that would let a manifest
declare “K of N components is sufficient.” Hybrid in
QGPL is an additive construction (defense in depth—
the attacker must break every component) and never a
substitutive one (threshold—the attacker need only break
some subset). This is the inverse of the more permissive
composite-signature semantics seen in some IETF drafts
[52]; we argue the strict reading is correct for the integrity
case, where graceful degradation under partial compromise
is exactly what we want to refuse. A --pq-only mode
exists for forensic and archival-recovery scenarios (e.g.,
a 2045 verifier examining a 2026 release whose Ed25519
key was later compromised); it skips classical components
by algorithm-name match and requires at least one PQ
component to verify. It is never the default; we evaluate it
in §VIII-C.
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TABLE II
Why hybrid must be additive. Under a strict (additive)

verifier, an attacker must break every component; under a
threshold verifier, breaking the weakest suffices. The

integrity case wants the former.

Future state (2045) Additive (QGPL) Threshold (rejected)

both halves intact accept accept
Ed25519 broken, ML-DSA ok reject (default); accept silently

accept w/ --pq-only
ML-DSA broken, Ed25519 ok reject (default) accept silently
both broken reject reject

VI. Design Rationale

Several of the toolkit’s choices are deliberate departures
from how supply-chain signing is usually done. We make
the reasoning explicit, because the departures are what let
the construction work without infrastructure.

A. JSON + JCS over ASN.1

The manifest is JSON canonicalized with RFC 8785
(JCS) rather than DER-encoded ASN.1. ASN.1 is more
compact—a composite signature is ∼150 bytes smaller—
but it is opaque to the inspection tools an open-science au-
dience already has. A QGPL manifest can be read, diffed,
and audited with jq or a text editor; its canonical form is
reproducible by any JSON library that implements JCS;
and a reviewer can confirm by eye that the signed bytes
are the ones they think they are. For a construction whose
entire value proposition is verifiability by the recipient
without trusting an intermediary, the human-inspectability
of the signed object is not a cosmetic preference but a
security-relevant property. The wire-size penalty is paid
once per artifact and, as §VIII-B shows, is dominated by
the signature itself in every realistic case.

B. Additive, never substitutive hybrids

A hybrid signature can mean two opposite things. Under
additive semantics the verifier requires every component
to pass, so the attacker must break all of them—defense
in depth. Under substitutive (threshold) semantics the
verifier accepts if some subset passes, so the attacker need
only break the weakest, making the hybrid weaker than its
strongest component. Table II contrasts the two across the
futures that matter. QGPL fixes the additive reading and
provides no threshold field at all; graceful degradation un-
der partial compromise, which is desirable for availability,
is exactly the wrong default for integrity, where a silently
accepted half-broken signature is indistinguishable from a
forgery. The one case where tolerating a broken half is
legitimate—an archivist in 2045 who knows Ed25519 has
fallen and consciously wants the surviving PQ guarantee—
is served by the opt-in --pq-only mode (§VIII-C), which
makes the degradation a deliberate, logged operator deci-
sion rather than an automatic one.

TABLE III
Trust assumptions of three integrity models. QGPL trades
automatic identity binding for offline, infrastructure-free

verifiability.

Verify-time assumption Sigstore PGP QGPL

Reachable CA / log yes no no
Live identity provider yes no no
Pinned trust anchor no yes yes
Works fully offline no yes yes
Automatic identity binding yes part. no
PQ-secure by default no no yes

TABLE IV
Recommended algorithm by role, with the NIST security

category and the property that drives the choice.
Measured costs are in Table V.

Role Algorithm Cat. Driving
property

Signing
key

ML-DSA-65 3 best size/speed

High-
assur.
signing

ML-DSA-87 5 near-free
upgrade

Offline
root

SLH-DSA-256s 5 hash-only, 64 B
key

Archival
fast root

SLH-DSA-256f 5 faster ceremony

Transition
hybrid

ML-DSA-65+Ed25519 3 +64 B depth

Hash SHA-256 — 128-bit vs
Grover

C. An offline root over Sigstore-style PKI

Sigstore binds identity through OIDC and records sig-
natures in a transparency log; both require infrastruc-
ture the recipient must trust and reach. QGPL’s two-tier
model replaces that with a single out-of-band pin of a
root fingerprint. The tradeoff is deliberate: we give up
automatic identity binding (the toolkit does not establish
who controls a key, only that a key signed an artifact) in
exchange for the property that a recipient with a cached
keys.json can verify a release in an air-gapped vault in
2050 with no live service in the loop. For archival science
this is the right trade—the services that issue OIDC
tokens and run transparency logs today are unlikely to
be reachable, in their present form, across a thirty-year
horizon, whereas a pinned hash in a printed paper is.
The cost is that the issuer’s identity rests on the out-of-
band pin and the provenance statement (§XIII), not on a
federated identity provider.

Table III makes the trade explicit: QGPL is closest to
the PGP web-of-trust in requiring a pinned anchor and
nothing online, but unlike PGP it is PQ-secure by default
and unlike Sigstore it needs no reachable service. The de-
liberate sacrifice is automatic identity binding, recovered
out-of-band by the provenance statement of §XIII.
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D. Parameter and security-category selection
The toolkit pins defaults rather than leaving primitive

choice to the adopter, because the failure mode of “pick
your own” is a long tail of weak or mismatched selections—
the same crypto-agility-without-guidance problem the mi-
gration literature documents [9, 28]. Table IV summa-
rizes the recommendations and the property driving each.
The guiding rule is security-level matching: a 128-bit-
PQ hash (SHA-256, adequate against Grover’s quadratic
speedup) paired with a Category-3-or-higher signature,
and a Category-5 hash-based root whose security rests
on the most conservative assumption available. Because
the three ML-DSA parameter sets differ by under 1.3×
in latency (§VIII-A), choosing a higher category on the
signing path is nearly free, so the default errs toward more
security rather than less.

E. Timestamping and transparency, deferred deliberately
A third-party RFC 3161 timestamp would let a verifier

establish that a signature existed before a given moment—
useful for the “signed before the key was broken” argu-
ment. The toolkit reserves a structured timestamp slot
but does not require a token in v1, because RFC 3161
timestamp authorities with PQ-secure signatures are not
yet deployed; mandating a token whose own cryptogra-
phy is classical would reintroduce the very weakness the
construction removes. The slot is structured (not a bare
string) so that a PQ-signed transparency-log inclusion
proof can be added in v1.1 without a breaking change.
This is the same “recommend, don’t require, until the
dependency is itself quantum-safe” discipline that the
transition literature urges for every link in the chain [5, 53].

VII. Reference Implementation and
Experimental Methodology

To move from assertion to measurement we built
qgpl_ref, a spec-faithful reference of the toolkit’s sign-
ing/verification core. It implements the manifest for-
mat and self-referential JCS signing rule, the two-tier
keys.json hierarchy, and the additive hybrid encoding
exactly as specified. PQ primitives are provided by
quantcrypt [54], which wraps the PQClean reference im-
plementations of the final NIST parameter sets; classical
primitives (Ed25519, ECDSA-P256, RSA-3072) come from
the cryptography library; JCS canonicalization follows
RFC 8785. We verified that key and signature sizes match
the FIPS 204/205 parameter sets exactly (e.g., ML-DSA-
65 public key 1952 B, signature 3309 B; SLH-DSA-SHA2-
256s public key 64 B, signature 29 792 B), confirming the
backend exercises real standardized primitives rather than
stand-ins.
Platform. All measurements were taken on a single
Apple-silicon machine (arm64, 10 cores, macOS/Dar-
win 25.5), Python 3.13, single-threaded. Latencies are
wall-clock per-operation times from an adaptive micro-
benchmark: two warmup iterations, then repetitions until
a 2 s budget or a cap is reached (up to 300 repetitions for

Algorithm 1: SignRelease(artifact a, signing key k)
1) h← Sha256(a)
2) build manifest m with m.artifact.hash ← h, public key,

algorithm id; set m.signature.value← ε
3) c← JcsCanonicalize(m)
4) σ ← Signk(c)
5) m.signature.value← Base64(σ); emit m, detached σ

(hybrid) blank all component values, canonicalize once, each
component key signs the same c, fill each component value.

Fig. 2. Self-referential JCS signing. The signature covers the canon-
ical manifest with its own value field blanked; in the hybrid case
every component signs the identical canonical bytes, so each is
independently verifiable.

Algorithm 2: VerifyRe-
lease(manifest m, artifact a, pinned root fp)

1) if Sha256(a) ̸= m.artifact.hash return reject(hash)
2) fetch/cached keys.json; if root fp ̸= pinned return

reject
3) if keys.json stale or root sig invalid return reject
4) if signing key revoked before m.signed_at return reject
5) c← JcsCanonicalize(m with signature blanked)
6) for each component i: if ¬Verifypki

(c, σi) return re-
ject

7) return accept (--pq-only: skip classical i, require ≥ 1
PQ pass)

Fig. 3. Strict verification. Every component must pass; the optional
--pq-only path is the only way a classical-component failure is
tolerated, and only by explicit operator choice.

sub-millisecond operations, fewer for SLH-DSA signing).
We report the median and population standard deviation;
the signed message in the latency benchmarks is the
JCS canonicalization of a real single-artifact manifest, so
signing cost reflects the actual signed object. The harness
and raw results.json are in the repository, and every
figure and table number below is regenerated from that
file.
Scenarios. We organize the evaluation around three usage
scenarios that exercise different parts of the construction:
(A) a publisher choosing a signing primitive (§VIII-A); (B)
an institution releasing artifacts at scale (§VIII-B); and
(C) a downstream—or future archival—recipient verifying,
rejecting tampered releases, and recovering a release whose
classical half is later broken (§VIII-C).

VIII. Evaluation
A. Scenario A: per-release cryptographic cost

The cost a publisher pays per release is dominated by
one signing operation and the metadata it produces; a
recipient pays one verification. Table V and Fig. 4 report
keygen, sign, and verify latency and artifact sizes across
the conformant signature surface, with classical baselines
and two hybrids.

The default signing primitive, ML-DSA-65, signs a
release manifest in a median 0.72 ms and verifies it in
0.37 ms—i.e., a publisher’s marginal signing cost and
a recipient’s marginal verification cost are both sub-
millisecond, and neither scales with the number of recipi-
ents. The three ML-DSA parameter sets differ by less than
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TABLE V
Scenario A: cost of the QGPL conformant signature surface and classical baselines. Sizes in bytes; latencies are medians

in milliseconds on Apple-silicon arm64, single-threaded (§VII). PQ, classical, hybrid.

Algorithm Pub key (B) Sig (B) Keygen (ms) Sign (ms) Verify (ms) Role in QGPL

ML-DSA-44 1312 2420 0.49 0.65 0.35 lightweight signing
ML-DSA-65 1952 3309 0.42 0.72 0.37 default signing key
ML-DSA-87 2592 4627 0.47 0.79 0.43 high-security signing
SLH-DSA-SHA2-256s 64 29792 75.0 889.2 1.50 offline root / archival
SLH-DSA-SHA2-256f 64 49856 4.98 94.5 2.79 fast-signing archival variant
Ed25519 32 64 0.09 0.09 0.20 classical hybrid half
ECDSA-P256 65 70 0.02 0.03 0.08 classical hybrid half
RSA-3072 422 384 236.3 2.61 0.11 legacy interop baseline
ML-DSA-65+Ed25519 1984 3373 — 0.91 0.69 recommended transition hybrid
ML-DSA-65+ECDSA-P256 2017 3379 — 0.90 0.57 transition hybrid (ECDSA)
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Fig. 4. Scenario A. (a) Per-operation median latency (log scale): ML-DSA signs and verifies in well under a millisecond; SLH-DSA-256s
signing is three orders of magnitude slower (∼0.89 s) but is used only for the offline root, which signs keys.json a handful of times per
year. (b) Signature size (log scale): the hybrids (green) sit essentially on top of ML-DSA-65 because the added Ed25519/ECDSA half is only
∼64–70 bytes.

a factor of 1.3 in latency, so choosing a higher security
category is nearly free on the signing path. SLH-DSA tells
the opposite story: SLH-DSA-256s signing is ∼0.89 s—
three orders of magnitude slower than ML-DSA—which is
exactly why the construction confines it to the offline root,
which signs only the short keys.json document a few times
per year, and never signs artifacts. Its 64-byte public key
and conservative hash-only security assumption are ideal
for the long-lived pin, and its 29 KiB signature is paid once
per keys.json, not once per release.

The most consequential result for the transition win-
dow is the cost of going hybrid. Adding an Ed25519
half to ML-DSA-65 raises the signature from 3309 to
3373 bytes (+64 B, +1.9%) and the sign+verify path by
under 0.3 ms combined, while the public key grows by
32 bytes. Defense-in-depth against “the lattice assumption
was wrong” is therefore available at negligible marginal
cost, which supports the toolkit’s recommendation to ship
hybrids through 2030 and matches the “compact hybrid”
findings of the transition literature [49, 50]. For reference,
RSA-3072 keygen alone (236 ms) is more expensive than

a full ML-DSA-65 sign+verify cycle by two orders of
magnitude, a reminder that “classical” is not a synonym
for “cheap.”
The transport profile (ML-KEM). QGPL §5.2 ad-
ditionally requires PQ key establishment wherever cryp-
tography protects network access or transport. Although
the toolkit targets artifacts-on-disk and leaves the wire to
PQ-TLS stacks [53, 55], we measured the FIPS 203 ML-
KEM primitives on the same platform for completeness
(Table VI). Key generation, encapsulation, and decapsu-
lation are all sub-millisecond across the three parameter
sets, and ciphertexts are 0.75–1.5 KiB—confirming that
the transport half of §5 is, like the signing half, cheap
enough that the binding constraint is deployment and
configuration, not cryptographic cost [49].

B. Scenario B: metadata overhead at release scale

The central objection to a mandatory metadata con-
dition is that it taxes every release. We quantify that
tax in two regimes: a single artifact of varying size, and
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TABLE VI
Transport profile: FIPS 203 ML-KEM on the evaluation
platform. Sizes in bytes (shared secret is 32 B for all);

latencies are medians in ms.

KEM Pub key Ciphertext Keygen Encaps Decaps

ML-KEM-512 800 768 0.32 0.47 0.38
ML-KEM-768 1184 1088 0.32 0.48 0.39
ML-KEM-1024 1568 1568 0.34 0.49 0.40

an aggregate MANIFEST covering many artifacts under one
signature (Fig. 5).
Single artifact. A per-artifact ML-DSA-65 manifest plus
its detached signature is ∼11.1 KiB regardless of artifact
size—the signature, public key, and JSON envelope dom-
inate, and the hash is a fixed 32 bytes. Relative overhead
therefore decays as the inverse of artifact size: 6127%
for a 181-byte fixture, 108% at 10 KiB, 1.06% at 1 MiB,
and 106 parts-per-million at 100 MiB. The crossover be-
low 1% of payload occurs at roughly 11 KiB—smaller
than essentially any real research-data artifact. With the
archival SLH-DSA-256s primitive the fixed cost is larger
(∼70.4 KiB) but the same 1/size decay applies, crossing
1% near 70 KiB. In other words, the mandatory-metadata
tax is regressive only for artifacts too small to mat-
ter; for the megabyte-to-gigabyte datasets that dominate
open science it is in the parts-per-million range. End-to-
end signing of a 100 MiB artifact takes 47 ms, of which
hashing—not the PQ signature—is the dominant term, so
the cost tracks I/O, not cryptography.
Aggregate manifest. Real releases bundle many files (a
dataset, the code that produced it, a paper, a README).
A single aggregate MANIFEST.qgpl.json carries one sig-
nature over an artifacts array, so the expensive per-
signature cost is paid once. Per-artifact amortized meta-
data falls from 7.6 KiB at N=1 to 886 B at N=10 and
148 B at N=1000, while total signing time rises only
from 1.1 ms to 6.4 ms across that three-order-of-magnitude
range. A thousand-file release is thus signed in single-
digit milliseconds and carries ∼145 KiB of total integrity
metadata—a fraction of a percent for any realistic payload.
The construction therefore scales the way an institutional
release pipeline needs it to: bounded, predictable, and
dominated by hashing rather than by signing.
An overhead model. The measurements fit a simple
closed form. A single-artifact manifest’s size is essentially
independent of the artifact and is

M ≈ E + 7
3 ssig + 4

3 spk, (1)

where E ≈ 765 B is the fixed JSON envelope, ssig and
spk are the raw signature and public-key sizes, the factor
4
3 is base64 expansion, and the extra 1 on the signature
accounts for the raw detached .qgpl.sig. Equation (1)
predicts 11.1 KiB for ML-DSA-65 and 70.4 KiB for SLH-
DSA-256s, matching the measured values to within the
envelope’s variation. Relative overhead is then ρ(n) =
M/n = Θ(1/n), so the sub-1% crossover sits at n > 100M
(∼11 KiB for ML-DSA-65), and for an aggregate of N

TABLE VII
The post-quantum “metadata premium.” Signature/key sizes

are measured (Table V); metadata for ML-DSA-65 and
SLH-DSA-256s is measured, the classical and hybrid rows

are derived from Eq. (1). The last column is relative
overhead on a 1 MiB artifact.

Signing algorithm Sig (B) Metadata (KiB) @ 1 MiB

Ed25519 (classical) 64 0.94 0.09%
ECDSA-P256 (classical) 70 1.0 0.10%
RSA-3072 (classical) 384 2.2 0.21%
ML-DSA-65 (PQ default) 3309 10.8 1.06%
ML-DSA-65+Ed25519 3373 11.6 1.10%
SLH-DSA-256s (archival) 29792 68.7 6.7%

TABLE VIII
Scenario C1: conformance detection matrix. Each case is

the corresponding negative case of the repository fixture;
“correct” means the verifier’s verdict matched the

spec-mandated outcome.

Case Expected Verdict Correct

positive (well-formed release) accept accept ✓
hash mismatch (artifact mutated) reject reject ✓
bad signature (one byte flipped) reject reject ✓
revoked key (after revoked_at) reject reject ✓
stale keys.json (past valid_until) reject reject ✓
hybrid, classical half broken (strict) reject reject ✓

artifacts the shared signature gives per-artifact overhead
E′/N + h where h ≈ 140 B is one hash entry—hence the
148 B asymptote at N=1000.

The cost of going post-quantum is therefore a roughly
11× increase in fixed metadata over a classical Ed25519
baseline (Table VII)—real, but a one-time per-artifact cost
that is still ∼1% of a one-megabyte payload and vanishes
for larger data. The hybrid premium over PQ-alone is
under 1 KiB. This is the quantitative core of our claim
that mandating PQ metadata is affordable: the premium
is bounded, paid in bytes rather than latency, and shrinks
against exactly the large-artifact releases for which long-
horizon integrity matters most.

C. Scenario C: verification, conformance, and archival
recovery

The recipient’s path is where a distribution-integrity
construction earns its keep. We evaluate three things: that
the verifier accepts a good release and rejects every defined
failure mode; what the full two-signature trust chain costs;
and whether a release survives the eventual break of its
classical half.
Detection. Table VIII and Fig. 6(a) show the verifier
reproducing the spec-mandated verdict on all six confor-
mance cases: it accepts a well-formed release and rejects a
mutated artifact (hash mismatch), a single-byte signature
corruption, a manifest signed by a revoked key after its
revoked_at time, a keys.json past its valid_until, and—
under the default strict policy—a hybrid whose classical
component fails. The last case is the additive property in
action: a broken half is fatal, never tolerated.
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(c) Archival recovery: a hybrid release whose Ed25519 half is broken in 2045 is rejected by the default strict verifier and recovered by the
opt-in --pq-only mode, which checks the surviving ML-DSA half.

Trust-chain cost. Verifying the manifest signature alone
is a median 0.47 ms. Verifying the full offline chain—
manifest signature plus the SLH-DSA-256s signature over
keys.json—is 2.26 ms (Fig. 6(b)). The increment is the
single SLH-DSA verification, consistent with the 1.50 ms
SLH-DSA-256s verify cost in Table V; it is paid once per
cached keys.json, not once per artifact, so a recipient
verifying a thousand-artifact release pays it once. Both
numbers are network-free: once keys.json is cached, the
recipient needs no CA, no log, and no connectivity.

Archival recovery. Finally we exercise the scenario the
hybrid mode exists for. We take a ML-DSA-65+Ed25519

release and simulate a 2045 world in which Ed25519 has
fallen, by corrupting the classical component. The default
strict verifier rejects it (verdict component-fail:Ed25519)
because additive semantics require both halves—correct
behavior at release time. The opt-in --pq-only verifier,
intended precisely for forensic and archival recovery, skips
the broken classical component, checks the surviving ML-
DSA half, and accepts (Fig. 6(c)). The release thus de-
grades gracefully by explicit operator choice rather than
silently: an archivist in 2045 can still establish PQ-backed
integrity of a 2026 artifact, while a 2026 recipient is
never quietly handed a half-broken signature. This is the
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operational payoff of designing hybrids to be additive
rather than threshold.
Throughput. The sub-millisecond verification cost has
a practical corollary for repositories that verify at ingest.
At the measured 0.47 ms manifest-verification median, a
single core checks ∼2130 manifests per second; even the
full two-signature chain at 2.26 ms sustains ∼440 releases
per second per core, and the chain’s extra cost is paid
once per cached keys.json rather than per artifact. A
repository ingesting tens of thousands of QGPL deposits
per day therefore spends seconds of CPU per day on
integrity verification—negligible against the I/O of storing
the data itself. PQ verification is not the bottleneck anyone
feared; signing-side ceremony discipline (§XIII) is the real
operational cost.

D. Reproducibility and measurement variance
Two properties make the numbers above stable. First,

every size is deterministic: signature and key lengths are
fixed by the parameter set, base64 expansion is exact,
and the JSON envelope varies only with field contents,
so Tables V, VII, and VI are reproducible to the byte
on any conformant implementation. Second, the latencies
are low-variance on the signing and verification paths
that matter: the manifest verification median is 0.47 ms
with a population standard deviation of 0.078 ms (∼17%),
and ML-DSA-65 signing sits near 0.72 ms with compara-
ble spread; the SLH-DSA root operation is intrinsically
slower but is off the per-release path. We report medians
precisely because the rare scheduling outlier inflates the
mean without reflecting steady-state cost. The harness
fixes the signed message (a real canonical manifest), warms
the cache before measuring, and budgets each operation
independently, so a re-run on the same class of hardware
reproduces the medians within a few percent. The commit-
ted results.json and make_figures.py regenerate every
figure and table from a single command, so a reviewer can
reproduce the entire evaluation, not merely inspect it.

E. Threats to validity
Our latencies are single-machine, single-threaded, and

specific to PQClean reference code on Apple silicon; ab-
solute numbers will differ on other microarchitectures
and with vectorized or hardware implementations, which
the literature shows can move ML-DSA and SLH-DSA
costs substantially [35, 36]. The relative structure of
our results—ML-DSA sub-millisecond, SLH-DSA signing
dominated by the root ceremony, hybrids near-free, meta-
data overhead Θ(1/size)—is a property of the construction
and the standardized parameter sizes, not of the platform,
and should carry across environments. The reference exer-
cises the signing/verification core, not the full CLI (audit,
network keys.json fetch, RFC 3161 timestamping); those
paths are I/O- or policy-bound and out of scope for
cryptographic cost. We make no claim about the legal
efficacy of the construction; §XIII treats that honestly.

TABLE IX
Threat-to-defense mapping. “Residual” marks the gap the

design does not close cryptographically.

Adversary capability QGPL defense

Forge classical signa-
ture with CRQC

PQ signature is the load-bearing
one; classical is only an additive
bonus

Substitute artifact on a
mirror/CDN

hash binding in a PQ-signed mani-
fest; substitution fails verification

Compromise an online
signing key

revoke in keys.json; rotate under
unchanged root pin

Replay an old
keys.json to hide
a revocation

mandatory valid_until bounds
cache staleness

Downgrade to a weak/-
classical alg

explicit alg id is signed; verifier pol-
icy rejects non-conformant algs

Break one hybrid half
in the future

strict additive verify rejects;
--pq-only recovers by choice

Compromise the offline
root key

residual: catastrophic; mitigated by
OPSEC + disclosure, not proof

Fabricate the “offline”
provenance

residual: no HW attestation; multi-
location pin + disclosure only

IX. Security Analysis
We now argue, threat by threat, that the construc-

tion meets the security goal of §III—integrity-verifiability
across the archival horizon against an adversary who can
break any classical asymmetric primitive—and we are
explicit about the boundaries of that claim. The analysis
maps each adversary capability to the design element that
defends against it (summarized in Table IX).

A. Artifact substitution and forgery
The core threat is substitution: the adversary replaces a

published artifact and its metadata on a channel they con-
trol. Verification recomputes the artifact’s SHA-256 and
compares it to the hash in the manifest, and the manifest
is bound to the issuer’s key by a PQ signature over its JCS
canonicalization. To pass verification the adversary must
therefore either find a SHA-256 second preimage (infeasi-
ble even with Grover’s quadratic speedup at 256 bits [13])
or forge an ML-DSA/SLH-DSA signature (the assumption
we explicitly place out of the adversary’s reach, since these
are the primitives chosen to survive a CRQC [25, 26, 33]).
A classical signature on the same artifact provides no help
to the adversary and no obligation on the verifier: in the
additive hybrid it is an extra hurdle, and in the PQ-only
manifest it is absent. This is exactly the property that
mainstream classical-only systems [14–16] lack: against a
CRQC their single signature is forgeable, and substitution
succeeds. Scenario C1 (Table VIII) demonstrates detection
of both the hash-mismatch and signature-corruption cases.

B. Signing-key compromise and rotation
Online signing keys live on CI infrastructure and are the

most plausible compromise. The two-tier hierarchy makes
this recoverable: the issuer publishes a revoked_keys entry
(reason compromise) in a freshly root-signed keys.json, and
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verifiers reject any manifest signed by that key after its
revoked_at timestamp. Because the recipient pins the root
fingerprint, rotation and revocation require no re-pin—
the property that makes routine key hygiene operationally
viable, in contrast with a flat single-key model whose
only recovery is to re-establish the project’s identity from
scratch [56]. Scenario C1’s revoked-key case confirms the
verifier rejects a manifest from a revoked key.

C. Rollback and stale-cache attacks
An adversary who has had a key revoked benefits

from convincing a verifier to keep using an old keys.json
that predates the revocation. The mandatory valid_until
field bounds this: a cached document past its validity
triggers a warning and, past a grace window, a hard
refusal, so a captured cache cannot indefinitely mask a
revocation. This is a deliberately weaker guarantee than
a transparency log’s append-only freshness, traded for
the no-infrastructure property; the residual exposure is
bounded by the ≤ 90-day valid_until window rather than
eliminated. Scenario C1’s stale-keys.json case exercises
this path.

D. Downgrade and algorithm substitution
Because every signature, key, and hash carries an ex-

plicit, signed algorithm identifier, an adversary cannot
silently present a weak-algorithm signature as a strong
one—the identifier is inside the signed bytes, so altering it
invalidates the signature. A verifier policy can additionally
refuse non-conformant algorithms outright (e.g., reject a
manifest whose signature.alg is a bare classical scheme),
enforcing §5 at verification time. The component-ordering
invariant in the hybrid encoding (PQ first) closes a related
ambiguity: two component orderings cannot yield the
same fingerprint, so a reordering attack cannot produce
a colliding key identity.

E. Partial compromise of a hybrid
The additive semantics analyzed in §VI and Table II are

a security property, not a convenience: a future in which
one of the two algorithms falls must not silently downgrade
to acceptance. The strict verifier rejects a hybrid with
any failing component, and the only path to accepting
a partially-broken release is the explicit --pq-only mode,
which (i) is never the default, (ii) requires at least one
PQ component to verify, and (iii) refuses outright if all
components are classical. Scenario C3 demonstrates both
halves of this: default rejection of the broken hybrid, and
deliberate PQ-only recovery.

F. Residual risks and limits of the claim
Two gaps are not closed cryptographically and we do not

claim otherwise. Root-key compromise is catastrophic—an
adversary who holds the offline root can mint a keys.json
that any pinning recipient will trust—and is addressed
only by operational discipline (air-gapped generation, split

custody, rare ceremonies) and the bounded blast radius
of out-of-band re-pinning. The provenance claim that the
root was generated offline is, as §XIII details, unattestable
in v1; the mitigation is multi-location pinning plus a spe-
cific written disclosure, which raises the cost of fabrication
without eliminating it. Both gaps are inherent to a no-
infrastructure trust model and are the explicit price of not
depending on a CA or a transparency log; closing them
requires hardware attestation, which is on the roadmap
and blocked on HSM vendor support for PQ keygen.
Within those stated boundaries, the construction meets
its goal: a recipient at any point in the archival horizon,
holding only an out-of-band root pin, can establish PQ-
backed integrity of a release without trusting any third
party.

X. Conformance Fixture
To make the construction implementable and reviewable

before a full reference toolkit ships, the repository carries a
conformance fixture pinned to the current spec draft [57]:
a 181-byte CSV artifact with a real, stable SHA-256 baked
into a template manifest, a placeholder-signed keys.json,
a worked operational-provenance statement (§XIII), and
a reference generator that produces fully-signed positive
and negative cases—hash mismatch, signature corruption,
revoked key, stale keys.json, and a hybrid with a broken
classical component. The fixture’s README enumerates
expected outcomes per case, mapped to the spec section
each exercises; these are exactly the cases reproduced in
Table VIII. The committed form keeps clearly-marked
placeholders for every cryptographic field, with real bytes
produced only when an implementer runs the generator.
This is the artifact reviewers should run a candidate im-
plementation against to claim compliance, and the artifact
we use to bootstrap the toolkit: its first production release
will be PQ-signed using the generator described here.

XI. A Worked QGPL Release
To make the construction concrete, we walk through the

artifacts a solo researcher produces when releasing a single
dataset under QGPL. The release directory holds the
artifact, its manifest and detached signature, the license
text, and a NOTICE; the issuer additionally publishes a
keys.json and a one-paragraph provenance statement at a
stable URL. Listing 1 shows the signed manifest (base64
values elided): it carries the artifact hash, the ML-DSA-
65 signature over the canonical bytes, the signing public
key with its fingerprint, and an issuer.uri pointing at the
key document. Listing 2 shows the root-signed keys.json:
the offline SLH-DSA-256s root key, the active ML-DSA-65
signing key, an (empty) revocation list, and the mandatory
valid_until.
Provenance statement. Because the toolkit cannot at-
test that the root key is genuinely offline (§XIII), the issuer
publishes specifics alongside the pinned fingerprint—for
example: “Root key generated 2026-02-15 on a Tails 6.x
USB boot of a single-use laptop with no network interface
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Listing 1. Single-artifact manifest results-2026-06-13.csv.qgpl.json (base64 elided). The signature covers the JCS canonicalization
of this object with signature.value blanked.
{

"qgpl_spec": "1.0",
"license": "QGPL-3.0",
"artifact": {

"name": "results-2026-06-13.csv",
"size": 181,
"hash": { "alg": "SHA-256", "value": "d8971010...c04a7" },
"license_spdx": "CC-BY-4.0"

},
"author": { "name": "Dr. Sarunas Grigaliunas", "orcid": "0000-0001-9268-9244" },
"signature": { "alg": "ML-DSA-65", "value": "kQ4z...A==", "signed_at": "2026-06-13T12:00:00Z" },
"public_key": { "alg": "ML-DSA-65", "value": "Hh1c...Q==", "fingerprint": "sha256:1a2b3c..." },
"issuer": { "name": "The Open Reality Initiative -- Release CI",

"uri": "https://qgpl.org/.well-known/qgpl/keys.json" }
}

Listing 2. Root-signed keys.json. The recipient pins root_key.fingerprint once; signing keys rotate beneath it without a re-pin.
valid_until bounds how long a cached copy can mask a revocation.
{

"qgpl_keys_spec": "1.0",
"issuer": "The Open Reality Initiative",
"issued_at": "2026-06-13T12:00:00Z",
"valid_until": "2026-09-11T12:00:00Z",
"root_key": { "alg": "SLH-DSA-SHA2-256s", "value": "T0g...", "fingerprint": "sha256:rootfp..." },
"signing_keys": [

{ "fingerprint": "sha256:sk1fp...", "alg": "ML-DSA-65", "value": "Hh1c...Q==",
"valid_from": "2026-01-01T00:00:00Z", "valid_until": "2026-12-31T23:59:59Z",
"purpose": "release-ci" }

],
"revoked_keys": [],
"signature": { "alg": "SLH-DSA-SHA2-256s", "value": "QmtZ...", "signed_at": "2026-06-13T12:00:00Z" }

}

enabled; private key split across two YubiHSM 2 devices
held by the maintainer and one trustee in separate cities;
signing ceremonies require both and are logged.” This is
not cryptographic proof; it is the substrate an independent
reader uses to judge the claim, and the thing the issuer can
be held to if a divergence later surfaces. Pinning the same
fingerprint in several independent places—the project site,
this paper, the maintainer’s ORCID page—protects the
statement itself from being silently swapped.
What a recipient does. A recipient runs VerifyRelease
(Algorithm 2): recompute the artifact hash, fetch or use
a cached keys.json, check its root signature and freshness
against the pinned fingerprint, confirm the signing key is
not revoked, and verify the manifest signature over the
canonical bytes. As §VIII-C measures, the whole chain is
∼2.3 ms and needs no network once keys.json is cached.

XII. Deployment and Integration
QGPL metadata is designed to drop into workflows

researchers already use. Archives: manifests, signatures,
and keys.json are ordinary files, so they upload unchanged
into Zenodo, Figshare, and DOI-archive deposits alongside
the data they cover, giving every deposit a PQ-verifiable
integrity layer without archive-side changes. CI: a release
pipeline pulls the signing key from a secret store, signs a
configured glob, and uploads the *.qgpl.json/*.qgpl.sig
pair as release assets; §VIII-B shows a thousand-artifact
aggregate signs in single-digit milliseconds, so the step
is negligible in a build. The expensive, rare operation—
signing a new keys.json with the offline root—happens

on a quarterly cadence by sneakernet, off the CI runner
entirely. Co-existence with SLSA and Sigstore: QGPL is
orthogonal to provenance frameworks. A release can be
QGPL and SLSA Level 3; the toolkit can read a Sigstore
bundle and augment it with a PQ signature so both ship
together, but a classical Sigstore signature alone does not
satisfy §5—the point of the construction is precisely that
the mandated signature is post-quantum. Slim verifier: a
recipient who only verifies needs neither a CA nor a heavy-
weight PQ stack; a verifier carrying just a pure-software
ML-DSA implementation and a JCS library can check a
release offline, which is what makes archival verification in
2050 plausible.

XIII. Discussion and Limitations
A. OSI / FSF approval

QGPL is, by design, a copyleft license whose conditions
extend beyond pure copyright. Section 5’s mandatory PQ
requirement is a technical condition on distribution, not a
restriction on the field of use of the Work, but the distinc-
tion may be litigated. The SSPL precedent suggests that
licenses imposing operational conditions on redistributors
face significant pushback in the OSI approval process. We
do not yet know whether QGPL will clear OSI/FSF re-
view; the strategic choice is whether to seek approval (and
potentially soften §5 to a strong recommendation) or to
position QGPL as an opinionated non-OSI license aimed
at scientific-data and government/EU contexts where the
stricter posture is an asset. Both paths are defensible; we
defer the choice to the project’s governance.
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B. Conditions over uncopyrightable factual data
A Result released under QGPL may be a pure

measurement—a number, a tuple, a fact. In many juris-
dictions facts are not copyrightable, and the copyleft hook
over a pure factual Result may have no teeth. QGPL
§1.3 addresses this by framing the License as a “public
permission and covenant not to sue” under whatever rights
the Licensor may hold (including sui generis database
rights). This is defensible but weakens the construction
precisely where the open-science case is strongest. We
note that the Apparatus Code accompanying a release
is unambiguously copyrightable, and that the manifest,
signatures, and keys.json are themselves copyrightable
artifacts; the copyleft binding is most secure when these
accompany the factual Result rather than the Result being
distributed standalone—and empirical work on copyleft
propagation in dependency graphs [22, 23] suggests the
binding will, in practice, travel with the code.

C. The hardware-attestation gap
The two-tier hierarchy relies on the operational claim

that the root key was generated and is stored offline. The
toolkit cannot cryptographically verify this: a malicious or
compromised issuer can generate a root key on an internet-
connected machine, publish a keys.json byte-identical to a
properly air-gapped one, and the recipient cannot tell the
difference from the artifacts alone. Closing the gap techni-
cally requires hardware attestation—a TPM/HSM quote
of the keygen environment—and is currently blocked on
two preconditions: no commodity HSM yet ships ML-DSA
or SLH-DSA keygen with an attestation envelope, and no
widely-adopted attestation format covers PQ key types.
Until those are met, the only mitigation is structured
operational disclosure: the issuer publishes a written
provenance statement alongside the pinned fingerprint,
specifying when and how the root key was generated,
where its material is stored, who has access, how signing
ceremonies are conducted, and whether the procedure has
been witnessed or audited. The toolkit recommends this
and ships a worked example. Disclosure is not attestation,
and we describe it as such; what it provides is a substrate
against which an independent reader can assess the plau-
sibility of the process claim and against which the issuer
can be held to account if a divergence is later discovered.

D. Threshold custody and adoption friction
SLH-DSA has no native M -of-N construction. Multi-

maintainer projects can split the root key with Shamir’s
Secret Sharing—operationally expensive—or accept
single-custody for v1; the spec reserves a v1.1 multi-root
(root_keys: [...], any-of) extension. The least technical
limitation is the most practical: even with the toolkit,
every adopter must operate at least one offline key
and produce signed metadata at every release. Our
measurements show the cryptographic cost is negligible
(§VIII), but the operational cost—an offline ceremony, key
custody, CI integration—is real, and enterprise-migration

studies are unanimous that such process change, not
algorithm speed, is the binding constraint [8, 9, 58]. The
toolkit aims to make compliance trivial, but compliance
is not free, and we do not claim otherwise.

E. An operational cost model
It is worth separating the two costs the construction

imposes, because they have very different magnitudes. The
per-release cost is what our evaluation measures: a sub-
millisecond signature, a few-millisecond aggregate for a
large release, and a bounded metadata premium (§VIII)—
negligible, and fully automatable in CI. The per-issuer
cost is the offline root-key ceremony, and it is where real
effort lives. A reasonable cadence is a quarterly keys.json
re-signing plus an annual key-rotation review; at that
rate an issuer performs ∼4–5 offline ceremonies per year,
each a sneakernet round trip to an air-gapped machine.
The ceremony cost is therefore amortized over an entire
quarter of releases rather than paid per release, which
is the explicit reason the design pushes the slow, high-
assurance SLH-DSA operation to the root and keeps the
fast ML-DSA operation on the per-release path. For a solo
researcher the ceremony is minutes of process a few times a
year; for an institutional issuer it is an audited procedure
with split custody, but it is rare, rehearsed, and off the
critical path of any individual release. This asymmetry—
cheap and frequent on the signing path, expensive and
rare on the root path—is the operational heart of the two-
tier model, and it is what makes a mandatory condition
tolerable in practice rather than merely in principle.

F. Alternative bindings considered and rejected
The PQ-integrity requirement could in principle be

attached to several different carriers, and it is worth saying
why the license is the right one. A repository policy—
“Zenodo requires PQ signatures”—binds only that reposi-
tory: a dataset re-hosted elsewhere, or downloaded and re-
shared, sheds the requirement immediately, and no single
repository can speak for the whole reuse graph. A data-
use agreement or click-through contract binds only the
parties who sign it, has no transitivity to downstream re-
cipients who never see it, and is precisely the per-recipient-
agreement overhead the construction is designed to avoid.
A voluntary convention—“please sign your releases with
PQ keys”—has no propagation mechanism at all and, as
the supply-chain literature documents for SBOMs and
signing, adoption stalls without an enforceable trigger
[17, 18]. A standards body mandate moves slowly and binds
implementers of the standard, not redistributors of the
data. The license is the only carrier that is simultaneously
transitive (copyleft already propagates to derivatives), self-
enforcing (breach terminates the grant), and attached to
the artifact rather than to a party or a venue. That is not an
accident of convenience; it is the same reason copyleft was
the effective carrier for the source-availability requirement
that a mere recommendation never achieved. QGPL reuses
a propagation mechanism with a thirty-year track record,
and points it at a new obligation.
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G. Generalization beyond open science

Although open science is the load-bearing case (§I),
the construction is not specific to it. Any domain that
combines long retention, reuse across trust boundaries,
and an absence of a universally trusted intermediary has
the same shape. Regulated records—financial, clinical-trial,
and legal-evidence archives—are retained for decades and
must remain attributable long after the signatures pro-
tecting them were generated; PQ digital signatures for
medical imaging are already being explored on exactly
this long-term-resilience argument [34]. Machine-learning
artifacts—datasets and model weights distributed openly
and re-used as dependencies—face a documented authen-
ticity gap whose existing mitigations are classical and
discretionary [43]; a license-carried PQ requirement would
propagate integrity obligations through model-derivation
chains the way it does through data-derivation chains.
Embedded and blockchain settings, where long-lived records
meet constrained verifiers, are an active site of PQ-
signature engineering [37], and the additive-hybrid and
offline-root patterns transfer directly. In each case the two
clauses—copyleft propagation plus a mandatory quantum-
safe condition—are domain-independent; what changes is
the artifact, the retention horizon, and the regulatory
backdrop, not the mechanism. We scope the present paper
to open science because that is where the case is cleanest
and the evaluation most directly relevant, but we expect
the construction’s value to be broadest exactly where clas-
sical, infrastructure-dependent integrity is least durable.

H. Co-existence with existing classical signatures

QGPL does not ask a producer to abandon the tooling
they already run; it asks them to add a PQ signature
that a classical one cannot replace. A release can therefore
carry a Sigstore bundle, a detached PGP signature, and
a QGPL manifest simultaneously, each serving a different
constituency: the Sigstore bundle binds an OIDC identity
for consumers who trust that log today, the PGP signature
serves a legacy web-of-trust, and the QGPL manifest pro-
vides the PQ-secure, license-mandated, infrastructure-free
guarantee that survives the others’ eventual obsolescence.
The toolkit’s stance toward these is explicit and non-
equivalent: it can read a Sigstore bundle and augment it
with a PQ signature so both ship together, but it never
treats a classical signature as satisfying §5, because the
entire premise is that classical signatures are the ones a
CRQC forges. This augment-don’t-replace posture matters
for adoption: an institution mid-migration need not rip out
its classical signing to become QGPL-compliant; it adds
the PQ layer alongside and decommissions the classical
one on its own schedule, exactly the incremental path
the migration literature recommends [8, 9]. The cost of
carrying both is additive and small—a second manifest
and a second signature—and is dominated, as everywhere
in this construction, by the data rather than by the
cryptography.

I. Policy, funders, and ecosystem positioning
The construction lands in a policy environment already

moving toward mandated data integrity and provenance.
Funder and journal requirements increasingly treat FAIR
data sharing as a condition of publication, and the gover-
nance literature around FAIRness assessment is explicitly
about making such obligations checkable rather than as-
pirational [11, 45]. A mandatory PQ-integrity condition
is a natural complement: where a funder mandate says
“deposit FAIR data,” QGPL adds “. . . with integrity that
survives the deposit’s archival horizon,” and supplies the
mechanism to verify it. The same posture suits govern-
ment and EU contexts, where long-retention obligations
and a preference for sovereignty over third-party trust
anchors make an infrastructure-free, PQ-by-default model
attractive—and where OSI approval, which QGPL may or
may not pursue (§XIII), matters less than demonstrable
quantum-safety. We are careful not to overclaim here:
QGPL is a technical and legal instrument, not a policy,
and its uptake depends on exactly the kind of pilot
adoption and institutional buy-in that the migration liter-
ature identifies as the rate-limiting step [8, 58]. What the
construction offers the policy conversation is a concrete,
measured, implementable option where previously there
was only a recommendation.

J. When the construction is the wrong tool
Intellectual honesty requires naming the cases where

QGPL is a poor fit, because a condition that is mandatory
everywhere is credible nowhere. QGPL is the wrong tool
when: (i) the artifact is short-lived—a CI build that is
rebuilt nightly gains nothing from a thirty-year integrity
horizon, and the fixed metadata premium (§VIII-B) is
pure overhead; (ii) a trusted intermediary already ex-
ists and is durable—inside a single organization with
its own PKI and retention guarantees, an internal CA
may be simpler than out-of-band root pins; (iii) the
work is purely uncopyrightable fact distributed standalone,
where the copyleft hook is weakest (§XIII) and a con-
tractual or repository-policy mechanism may have more
legal traction; (iv) OSI approval is a hard requirement
for the adopter’s ecosystem and the project is unwilling
to soften §5 to a recommendation; or (v) confidentiality,
not integrity, is the actual threat, which is the transport
problem PQ-TLS solves and which QGPL explicitly does
not address. Recognizing these boundaries is part of the
contribution: the construction is sharpest for long-lived,
reused, intermediary-free artifacts, and we would rather
it be adopted there than mandated indiscriminately. A
condition proposed without its own counter-indications
invites exactly the backlash that sank earlier over-broad
licensing experiments.

XIV. Related Work
The PQ transition and HNDL. A large recent litera-
ture characterizes the post-quantum transition as an orga-
nizational, multi-year undertaking whose timelines extend
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well beyond a decade for large enterprises [8, 9, 28, 58],
and formalizes “harvest now, decrypt later” as a temporal
risk driven by data longevity [5–7]. This work overwhelm-
ingly addresses confidentiality; QGPL targets the under-
examined integrity dual, where the relevant longevity is
the archival horizon of released data rather than the
secrecy lifetime of a message.
PQ signature primitives and hybrids. ML-DSA im-
plementation and acceleration studies show lattice sig-
natures are practical across platforms from ARMv8 to
dedicated hardware [35, 36], while hash-based schemes
are repeatedly singled out for long-term and archival
use on account of their conservative security assump-
tion [33, 34, 37]. A parallel line designs hybrid/compos-
ite PQ+classical signatures and keys for the transition
window [4, 49–52]; QGPL adopts hybrids but, unlike
composite drafts that permit threshold-style semantics,
fixes a strictly additive reading and measures its near-
zero marginal cost (§VIII-A). Crucially, where these works
optimize the primitive—smaller signatures, faster verifi-
cation, better hardware utilization—QGPL is orthogonal:
it inherits whatever primitive NIST blesses and asks in-
stead who is obligated to use it. A faster ML-DSA or a
more compact composite encoding makes QGPL cheaper
without changing the construction, which is the point
of the algorithm-agility clause; the contribution is the
binding, not the cipher. Surveys of PQ-TLS and PQC-
in-networks [29, 41, 53, 55, 59] address the wire; QGPL is
deliberately scoped to artifacts-on-disk and co-exists with
PQ transport rather than competing with it.
Quantum-threat estimation and the migration gap.
A continuing line of work estimates the quantum resources
needed to break RSA and ECC, refining circuit construc-
tions for modular arithmetic and elliptic-curve operations
and, in turn, the plausibility window for a CRQC [38, 39];
KEM-resilience and network-feasibility studies comple-
ment it on the defensive side [41, 55, 59]. In parallel, a large
practitioner-facing literature documents that the binding
constraint on post-quantum readiness is organizational
rather than algorithmic: cryptographic inventory, depen-
dency analysis, crypto-agility, and multi-year coordination
dominate the migration cost [8, 9, 28, 29, 58]. QGPL is
positioned squarely in that gap: it does not advance the
threat estimate or the primitive, but supplies a concrete,
enforceable mechanism that turns “organizations should
adopt PQ integrity” into a condition that propagates and
self-enforces, which is precisely the step the migration
literature finds hardest to achieve voluntarily.
Software-supply-chain integrity. Sigstore [14], in-toto
[15], SLSA [16], SBOM practice and tooling [17, 42, 60],
and their systematization [18] are the closest infrastruc-
tural neighbors; recent work even extends artifact signing
to ML datasets and models with explicit attention to
verification overhead [43]. We adopt Sigstore’s concep-
tual model of “manifest plus signed key document” while
replacing its OIDC-and-transparency-log identity model
with an offline-root-plus-published keys.json, and—unlike
all of the above—we make the signature PQ and license-

TABLE X
Positioning against recent artifact-signing work. “PQ” =
post-quantum signing; “data” = targets datasets/models,

not only code; “license” = obligation carried by a license;
“no infra” = verifiable without CA/log/online service.

Work PQ Data License No infra

Sigstore [14] no no no no
in-toto/SLSA [15, 16] no partial no partial
Sentry (ML artifacts) [43] no yes no yes
PQ medical-image sigs [34] yes yes no yes
Compact hybrid sigs [50] yes no no yes
QGPL (this work) yes yes yes yes

mandated rather than classical and discretionary. SLSA is
orthogonal: a release can be both QGPL-compliant and
SLSA Level 3, and neither subsumes the other.
Research-data integrity and FAIR. The FAIR prin-
ciples and the infrastructure around them [10–12, 45, 46]
make long-lived, reusable data an explicit goal, which is ex-
actly the regime in which release-time classical signatures
expire before the data does. QGPL supplies the missing
PQ-integrity layer for that regime and uploads cleanly into
existing archival flows (Zenodo, Figshare, DOI archives),
since manifests are just files.
Licensing as a propagation mechanism. GPL v3 [19],
CC share-alike [20], and the ODbL [21] are the closest
licensing prior art, and empirical studies of copyleft show
its viral condition is precisely what makes obligations
propagate—and fail to be met—through reuse graphs
[22, 23, 44, 61]. QGPL repurposes that same propagation
to carry a cryptographic-integrity obligation, which to our
knowledge no prior license does.

XV. Conclusion and Future Work

QGPL v3.0 demonstrates that a copyleft license can
be a load-bearing carrier for mandatory post-quantum
distribution integrity, without centralized infrastructure
and without requiring adopters to trust any party beyond
the issuer of the Work. Our evaluation shows the crypto-
graphic cost is small in every dimension that matters to
a publisher or recipient: ML-DSA-65 signs and verifies a
release in sub-millisecond time; hybrids add tens of bytes
and fractions of a millisecond; mandatory metadata falls
to parts-per-million of payload for realistic datasets and
amortizes to ∼148 bytes per artifact in large releases; the
full offline trust chain verifies in ∼2.3 ms; and the verifier
detects every defined tampering mode while still permit-
ting explicit PQ-only recovery decades later. The con-
struction is most valuable where archival horizons exceed
cryptographic horizons—paradigmatically, open scientific
data—and we expect it to be adopted there first.

Concretely, our evaluation establishes:
• Signing is sub-millisecond. ML-DSA-65 signs a

release in 0.72 ms and verifies in 0.37 ms; the three
ML-DSA parameter sets differ by under 1.3×, so
higher security is nearly free (§VIII-A, Table V).
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• Hybrids are near-free. Adding an Ed25519 half
costs +64 bytes and <0.3 ms, making defense-in-depth
a default rather than a luxury.

• Mandatory metadata amortizes. Overhead is
Θ(1/size), below 1% for artifacts ≥ 11 KiB and
106 ppm at 100 MiB; an aggregate manifest amor-
tizes to 148 bytes per artifact at N=1000 (§VIII-B,
Eq. (1)).

• Verification is cheap and offline. The full two-
signature trust chain verifies in 2.26 ms with no net-
work, sustaining hundreds of releases per second per
core (§VIII-C).

• Failures are caught; recovery is deliberate. All
six conformance cases produce the spec-mandated
verdict, and a hybrid whose classical half is later bro-
ken is rejected by default yet recoverable by explicit
PQ-only choice.

The recurring theme is asymmetry: the costs that
scale with releases and recipients are negligible, while
the one genuinely expensive operation—the offline root
ceremony—is rare and amortized over a quarter of releases.
That is what makes a mandatory condition defensible.

The path to v1.0 of the toolkit, and the open problems
beyond it, are concrete:

1) Reference toolkit and slim verifier. A full CLI
over liboqs-python and jcs, plus a dependency-
light qgpl-verify carrying a pure-software ML-DSA
verifier so reviewers and archival verifiers can check
releases without compiling a PQ stack.

2) Self-signed bootstrap. The toolkit’s own first pro-
duction release will be PQ-signed with the generator
of §X, demonstrating the construction by use.

3) Archive integration. Turn-key patterns for Zen-
odo, Figshare, and DOI-archive workflows, and a
GitHub Action that signs a release glob and uploads
*.qgpl.json/*.qgpl.sig as assets.

4) Pilot releases. One or two QGPL-licensed dataset
releases from partner institutions, to exercise the
construction against real archival pipelines before
generalizing.

5) Hardware root attestation. Close the ğXIII
gap by carrying a TPM/HSM keygen quote in a
public_key.attestation field; blocked on commodity
HSMs shipping ML-DSA/SLH-DSA keygen with an
attestation envelope and on a standard attestation
format covering PQ key types.

6) Threshold custody. A multi-root (root_keys, any-
of) or documented Shamir-split workflow, removing
the single-custody restriction that currently limits
multi-maintainer institutional adoption.

7) Transparency option. A PQ-signed, Rekor-
equivalent inclusion proof in the reserved
timestamp.transparency_log slot, for issuers who
do want public auditability without sacrificing the
offline default.

The most important of these are hardware root attes-
tation and threshold custody (both technical) and the

OSI/FSF approval discussion (a governance choice); we
invite scrutiny and counterargument on all three.

Availability
QGPL v3.0 license text, the Compliance Toolkit

Specification (Draft v0.5.1), the conformance fixture,
the reference implementation and experiment harness
(docs/paper/experiments/), and the source of this paper
are maintained at https://github.com/Grigaliunas/qgpl
under QGPL v3.0. Every figure and numeric result is
regenerated from the committed results.json. A frozen
citable snapshot will be deposited at Zenodo on the first
stable release of the v1.0 toolkit.
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